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:@/ Introduction

» Focus on FPGA-accelerated [ A
virtualized environments VM 1 VM 2 VM 3 { VM NJ

» Sharing of a physical 1/0 r — N
device across multiple VMs Virtualiza»tion Layer

» Device passthrough with
SR-IOV 4 5 4 5 4 5 4 5
] [ DSP ] [CRYPTO ] [Network]

FPGA

\. )

» Management of device to
VM association

)
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' Q ) SR-IOV - Single-Root I/0 Virtualization

» Single-Root I/0 Virtualization (SR-
IOV) allows a single PCle device to
appear as multiple, separate PCle

devices APP
. . P dri
> Direct access to the hardware with P driver
minimal to nooverhead ... I ...............
4

VM VM

VF driver VF driver

HARDWARE

» Partitioning Physical Function (PF)
devices into Virtual Functions (VFs), [ PF
which are then allocated to VMs

(v ] |

SR-IQV PCIe device

~\
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SR-IOV - Advantages and Disadvantages

Advantages: VM VM
» More devices on the same HW VF driver VF driver
» Improved performance and reduced _
host CPU and memory utilization APP NE 3|
» Control each VF independently PF driver N L I
........................................ e e SOFTUARE
Disadvantages: FHTOHATE
4 )
» Changing a PF configuration requires oF
detaching all the VFs from the VMs
SR-IOV PCIe device
. J
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SVFF - The Framework

SVFF

» Simplify and enhance the
management of VF

- - QEMU VF driver VF driver
reconf pause
> Solve the lack of SR-IOV

i
re-configuration support :

on guests S PR I
PF driver [€ . IOMMU 1

VM VM

libvirt

| B e i i il i il 2

SOFTWARE

HARDWARE
| N\
) |

SR-IOV PCIe device

J
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@ SVFF - The Hardware part

> Provides SR-IOV support SVFF
on a PCle-attached FPGA [ init [0y 7 oo
and serves as the HW

libvirt

E QEMU [VF driver];:[VF driver] -E
i i

irtualization support oo
v
KVM
e eI e M
The. QPMA IP cah be . S
easily integrated into the o VT
FPGA deSign and SUPpOFts  FRBIE ™ s

up to 4 PFs and 252 VFs

\
(v ] |

SR-IOV PCIe device

J/
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FPGA Design

gdma_0
M_AXI 4 —I
[l 4+ usr_irq pcie_mat + ||| { > pci_express_x16
[l 4+ dsc_crdt_in pcie_cfg_ext + ||| smartconnect_0 —_—— sl g
” 4 usr_fir tm_dsc_sts 4 || = = . = = =
gsts_out =+ ||| M00_AXI + Ve LS ) . | N
.Y. MO1_AXI + | "4 s_axi_control m_ax!_gmemo +i + i Iﬁl MOO_AXI = |y
Queue DMA Subsystem for PCl Expres: + 500 AXI EEE M02_AXI 4| m_axi_gmeml + |+ S01_AXI .Z.
i xgi—:i: I Krnl_helm (Pre-Production) AXI Interconnect BRIR0
= i krnl_helm_1 axi_mem_intercon_1 i+ saxi 00 8HI
AXI SmartConnect Vi HLS _ v 0 i+ 5AX|:01:3H|
N ) m_axi_gmem0 =+ i + sooaxi X N :
-4 5_axi_control : 14+ + SO AXI B-—HE MO0_AXI | §+ SAXI_02_8HI
. HECLUL A AN X |4 SAXI 03 BHI
Example Of Vlvado BIOCk Krnl_helm (Pre-Production) AXI Interconnect =i+ SAXI 04 8HI
Design with the QDMA and 4 (=S =
b’l| 4 s axi_control m sl gimem i FS0OAX X MO0 AXI o [l
C . CU d & m_axi_gmeml == |: 4+ S01_AXI .K. t
ompute Units (CU, exporte

Krnl_helm (Pre-Production) AXI| Interconnect

Vitis kernels) attached to 4 VF b Chelis axi_me_intercon_3

Vitis™ HLS S AmE T : - .7.
I 5 =3
= : : = EEE MO0 AX| o |

and Connected to a H igh — 4+ s axi_control d m_axi_gmeml 4 [ + S01_AXI .K.
BandWidth M emory (H B M ) I P. Krnl_helm (Pre-Production) AXl InterconnBct

L |
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» Exposes two functions to
the user: init and reconf

» Automate the initialization,
creation, and configuration
of VFs, providing the
pause functionality

> Interacts with the VMM
through libvirt and with the
device using the PF

init

reconf

QDMA manager

SVFF - The Software part

SVFF

VF driver B VF driver W

VFIO + pause J

- e wm mm mm mm omm omm o

______________________________

PF driver [«

SOFTWARE

------------------------------------------------------------------------------------------------------

HARDWARE

-----------------------------------------------------

\ 4 v )
PF VF VF
SR-I0OV PCIe device
J
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Q ) SVFF - Init and Reconf

> Init - Initialize the FPGA SVFF

nit — )
device, eventually flashing wemrmrawen | o [ 1:

the bitstream, creating the F]—»h :
o VFIO + pause J:

initial number of VFs and, .
attaching them to the VMs, ————— . | ...l |
driv o tomu | | |
» Reconf — Change the VF SOFTWA:EF LBy 0 VSR VN RS
CONfIQUIAION after the init, BRI
with the possibility to v v )

pause the devices instead
of detaching them.

SR-I0OV PCIe device

J
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Q_ ) SVFF - Pause Functionality

» Implemented in the

VFIO device in QEMU VM| vF driver || | VM| VF driver
GUESTS

> Detach VFs from the

host without detaching libvirt
them from the guest

- e mm

» Transparently
reconfigure VF already H0ST
attached to guest VIMs o Bl
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Q ) SVFF - Attached state

» vfio-pci is used as back- Att\;;:ed
end driver on the host [ ]
VF driver VF driver VF driver
» QEMU manages the el 1 ......................... I ..............
passthrough operations :

with the VFIO device

» The guest can use the
native VF driver
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SVFF - Detached state

Detached
» The host and guest * ~
drivers are unloaded fmm -
1 VF driver: VF driver VF driver
: GUESTS \o-----
» The guest VM will see T ......................... I ..............
the PCI device (o '-T:;'I-Tj-'-‘- -
. . . [ = ev
disappear from the Libvirt [« M2 |5 detached,
system ] YT TT==-==-=-
>
» The VF can be safely » vfio-pci
removed or re-assigned LT T N
to another VM i O y
iHN=E
R0 °
| P g
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SVFF - Paused state [1]

» Only the host driver is Pi;;;d
unloaded
VF driver VF driver VF driver
> The guest VM will GUESTST .........................................
continue seeing the PCI f;%
device but cannot do tibvirt (_’Ei E

any /O operations

» QEMU keeps the VFIO

) V'F:LO'DC'.L vfio driver

can be unloaded

: : : HOST
device paused ignoring O N O s
guest requests 5 \ 4

o TnIre
|7 P
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Q_ ) SVFF - Paused state [2]

Paused

» vfio-pci can be unloaded, o
allowing changing the . . [ _ ]
PE/VE Configuration — VF driver VF driver VF driver

» The VF is then bound to - T

libvirt

the vfio-pci driver which
Is attached to the
QEMU VFIO device

3
KVM
[ QEMU] !

) V'F:LO'DC'.L vfio driver

can be unloaded
. . . HOST
> The device is again L. N (S

VF can be removed
available to the guest T 5
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SVFF - Integration

> Interacts with the PF driver kil VM VM
. .. ttach B __ _____ - _
to change the device St el @) . —
_ . _ _ o i QEMU VF driver VF driver i
configuration, including the Sh |
n mber Of VF il I VFIO + pause :
. - ;
> Integrated with QEMU and e e s T \

libvirt using their APIs

SOFTWARE

HARDWARE
\
2]

SR-IOV PCIe device

» Created new QEMU QMP
command to enable the
pause and unpause
operations

J/
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}3 Testing and Results

TABLE I
Evaluate the impact of the pause VF DETACH-ATTACH VS PAUSE-UNPAUSE OVERHEAD, AVG OF 100 RUNS
function allty comp arin g it to the 4VE Detach/Attach | Pause/Unpause Overhead
. ’ avg ms o avg ms o % ms/VF
classic attach/detach. 1 4151 40 4068 56 | -2.00 83
4 12988 183 12665 171 | -2.49 -80
Minimal reduction in the delays 10 31129 497 | 30285 505 | 271 -84
from 2% to 2.71% with a reducing TABLE II
. . TIMINGS OF VF DETACH-ATTACH AND PAUSE-UNPAUSE OPERATIONS
time of around 80ms per VF in all 1 VF 4 VFs 10 VFs
. Step D/A P/U D/A P/U D/A P/U
the scenarios. A e R

1. rescan 138 138 144 141 139 139
2. remove VF 1265 1273 5417 5505 | 14360 13878
3. change #VF | 1256 1295 1460 1412 1817 1730
4. add VF 1472 1346 5946 5653 | 15042 14448
total 4131 4052 | 12967 12711 | 31358 30195
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Conclusions [1]

Detached Attached Paused
SVFF overall:
VM VM VM
ative performance :VF driver ' VF driver VF driver
> Native perf :
GUESTS =S oo T
» Simplicity =ommmmococo---
C = |2 BT Gev
. libvirt (—)'>[E Heotachod’!
» Compatibility 1< | & (detached,

> Flexibility

V-F-’LO 3 vfio driver

can be unloaded
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Conclusions [2]

. Detached Attached Paused
» Easily unlock FPGA
. . . f( VM VM
virtualization potential R
|VF drlver VF driver VF driver
. GUESTS - - == J
> StreamMIINES Voo eases e neeees
management e
e . = | = 'PCI dev
libvirt (—hi [cl.g’ detached'
: - =

» Enhances performance,
resource utilization, and
overall system efficiency

) V'F-.Lo_pc-'l_ vfio driver

can be unloaded

HOST

» Pause functionality T _
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